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Abstract

The purpose of this paper consists of implementing an educational board game
to evaluate the information security awareness level of healthcare personnel. The
National Health Service Greater Glasgow and Clyde (NHSGGC) Information
Security Acceptable Use Policy was used as a basis to generate the educational
content of the board game and Lev Vygotsky’s social development theory was
followed for the learning process of the participants. Two evaluations were
carried out during this study. The results obtained during the first evaluation
showed that it is fundamental to design the board game based on a set of rules in
information security enacted by an organization to properly guide the
participants with the knowledge they need to counter security incidents. The
second evaluation showed that redesigning the content of the board game based
on the information security policies of the NHSGGC, resulted in a more effective
way of guiding participants on the procedures required for compliance with the
policies of this health institution and offer them an understanding of the risks
behind security incidents. This was demonstrated during this evaluation since the
results obtained gave an approximation that it is possible to increase the level of
awareness of information security in people regardless of their area of work or
studies.

Keywords: Serious games for information security; education; training; awareness;
information security policies; security incidents; healthcare.

1 Introduction

1.1 Description of the problematic reality

Today's contemporary world is surrounded by technical and industrial elements; the
information age is a concept that is part of people's everyday lives. The proliferation of
digital societies makes current work dependent on computer development and information
technologies. The modern economy works according to the economic and numerical flows
that are supported by databases [1].

Hospitals and health centres are not unaware of this reality, and health personnel are
required to take into account that medical information is confidential and must remain
confidential, integral, and available in the event of incidents. For this reason, information
security in health centres becomes important today, and there is data that supports its value.

According to [2], “The frequency of healthcare data breaches, magnitude of exposed
records, and financial losses due to breached records are increasing rapidly”. This is a
significant statement for this study due to the fundamental role that the health sector has in
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education to comply with information security regulations, since otherwise there will be
serious consequences such as the disclosure of patient information and/or economic losses.

In concordance with [3], “Cybercriminals have higher incentives to target databases
with medical content in order to sell or exploit the sensitive information for their own
personal gain”. Cybercrime is increasingly targeting the healthcare industry, as medical
information is more valuable than personal financial data or credit card details [4].

Furthermore, this problem increases when security incidents are also found to originate
from insiders as the study [5, p. 374] tells on the subject, “Previous research shows that the
majority of information security breaches are caused by incidents originating inside, where
the internal staff is identified as the most significant threat to information security.” which
is relevant to this study, as internal workers are crucial to ensure that information is secured.

The causes are diverse and of different nature, for which the majority of incidents
related to healthcare originate internally, and for this study, it has been detected through
the review of [6,7] that this is due to the lack of an educational methodology in security
awareness training.

In this paper, an educational board game is proposed to evaluate the security awareness
level of healthcare staff members before and after participating in it. The material that was
used as a reference for the design of the contents of the board game was based on the
NHSGGC’s Information Security Acceptable Use Policy [8]. Following a pre- and post-
assessment, the security awareness level that participants have before and after playing the
game is compared, with the purpose that it has increased at the end of their participation.
Educational strategies were used to provide the correct direction of teaching and learning.
Lev Vygotsky’s sociocultural teaching model referenced in [9] was reviewed and adopted
to ensure that the participant’s learning process is acquired through forms of socialisation.
For the development of the educational board game, two variables were used: awareness
around behavioural ethics and the design of the board game, which has a focus on learning
skills and reinforcing the existing work of the healthcare staff in terms of information
security since much of their work focuses on the handling of confidential information. This
study arises from the concern to maintain the integrity of the custody of medical data and
the training required so that employees have the necessary knowledge to deal with security
incidents.

Protecting information against disclosure, theft or damage is a public concern that does
not receive sufficient awareness [10]. Therefore, this study is an example of a game
developed through educational techniques to help raise awareness of healthcare personnel
on the actions they can take to keep information secure.

This document is organised as follows: Section Two describes the formulation of the
problem. Section Three presents the theoretical background taken as the basis for this study.
Section Four details the design and elaboration of the board game and the content material.
Section Five focuses on the methodology to carry out the first evaluation and the results
obtained. Section Six discusses the modifications made to the game content and the results
of the second evaluation applied, and Section Seven presents the limitations of the study,
the conclusions, and future work.

2 Problem formulation

2.1 General problem

Healthcare personnel lack an information security educational methodology that allows
them to increase their level of awareness.

2.1.1 Specific questions to address the general problem through the experiment

e How is the information security awareness level of healthcare staff members,
before the implementation of the educational game?
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e How is the information security awareness level of healthcare staff members, after
the implementation of the educational game?

2.2 Study objectives

2.2.1  Overall objective

Implement an educational board game to assess the information security awareness level
of healthcare staff members and develop an evaluation framework to validate it against
learning outcomes.

2.2.2  Specific objectives
e Describe the information security awareness level of healthcare staff members,
before the implementation of the educational board game.
e Describe the level of information security awareness of staff members, after the
implementation of the educational board game.

3 Theoretical background

According to the study [11], “some educators have theorized that instructional games are
effective for providing motivating practice of newly acquired skills and information. They
have argued that instructional games are motivational because they generate enthusiasm,
excitement, and enjoyment, and because they require students to be actively involved in
learning”. A key factor to consider in making the board game interesting enough for
participants to feel motivated in learning about information security and ethical behaviour
is through the use of socialisation techniques as it is considered that, from various theories
of knowledge and pedagogy, people learn not only from their cognition but also from
sociability [9].

In concordance to [9], the acquisition of learning techniques is explained as a form of
socialisation, which means that a good level of social interaction contributes to greater
knowledge. This implies that the dynamics in board games together with cognitive
processes, players can improve their learning skills. It also involves the use of a mediator
who guides students through the use of learning instruments during the educational process
(see Figure 1).

Potential
development
zone

Zone of
proximal
development

Current
development
zone

Mediator
Orientation
provided by a
more capable
third party.

Mediation
through
learning

instruments

Figure 1. Vygotsky’s social development theory. Adapted from [9].
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Additionally, according to [12], games can help people consolidate their knowledge,
memorise data and develop skills such as raising awareness on any subject.

The study [12], which consists of research on information security and educational
games and the Control-Alt-Hack approach introduced in [13] which is an educational board
game that solves missions through the use of technical skills to sensitise its target audience
(people related to computer science) about compliance with information security policies
in healthcare environments, were taken as a reference for the design of the board game of
this study.

Games encourage socialisation and, through them, people can learn new things and
reinforce the knowledge acquired. According to [14], didactic games, together with digital
ecosystems, produce reactions in participants to possible incidents that may occur in real
life. The study was conducted primarily to strengthen the information security awareness
among participants and prevent security incidents within healthcare environments.

4 Design of the board game

The board game consists of an educational platform that simulates healthcare environments
and whose purpose is to make participants aware of possible security incidents that put
health information at risk. Players are tasked with identifying the actions that allow medical
data is kept secure through critical thinking and formulating possible solutions to security
incidents. Following the study [12], the game must be played by a group of three to five
participants who will collaborate as a team to reduce security threats through discussion
and by a game master who acts as an organiser and facilitator and provides direction and
rules to follow during the game and must not intervene in the decision-making of the
participants. No prior training is required.

As shown in Figure 2, the design of the board game was planned to simulate a hospital
with six different rooms, which were judgmentally-selected based on the most common
rooms in medical environments, also including the Management and the Information
Technology (IT) departments, and each containing three security incidents. The circles
represent the incidents and the rectangles located in the center of the board game consist of
their description.
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Figure 2. Design of the board game. Photo Credit: M. Pulido.
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The categorisation of security incidents was adapted from the study [15] which consists

of an introductory course for learning the fundamentals of cybersecurity and is aimed at a

public without knowledge on the subject. A sample of the topics included in the study was

taken, considering the security topical areas that could be of greatest interest to our

participants and relevant to healthcare environments and information security. These were:
¢ Review the importance of using strong credentials to authenticate.

Ethical behaviour in information security.

RECEPTION

DATA PRIVACY

You receive an email from an unkown sen-

der asking you to click on a link and provide

your email address, phone number, and cre-

dit card information to get discount points for
shopping on Amazon.

What should you do if you don't recognize
the sender and you are not sure of the au-
thenticity of ththe email?

MANAGEMENT ROOM

PASSWORD MANAGEMENT

A new principal’'s assistant has been hired.

She just received her new equipment from

the IT service desk and has set up her new

password. She took a note to write down her

password so she wouldn't forget it and took a

moment to go out for a coffee break, leaving
the note on display.

What should she have done to prevent other

Review of the ethical implications of the use of personal devices at work.
Understand the risks of inappropriate use of social media.

Understand the concept of a data breach, threats, and consequences.
Review of techniques to detect phishing email.

RESOURCE ROOM

ETHICAL BEHAVIOUR

A staff member has been caught browsing
websites with obscene images using his wor-
kstation.

What actions should the Line Manager do to
address this situation?

people from seeing her password?

Figure 3. Examples of security incidents created for the board game. Photo Credit: M.
Pulido.

Upon sharing the responses to the three incidents per room, the game master provides
feedback to participants to determine if their solutions are sufficient to mitigate the security
incident.

4.1 Modifications to the design of the board game

4.1.1 Board game visual design

Adapted from [12], it was decided to use LEGO® as the basis for the game art and design
as this would result in a more engaging, easy to understand and accessible game for players
of different backgrounds and experience in information security.

4.1.2 Reduction in the number of incidents

Healthcare staff members have a strictly limited time to provide primary care to patients.
The board game needed to adjust its duration to be able to satisfy the demands of the health
personnel. Based on the study [16], to avoid mental distraction of participants and ensure
that the game can be finished in no more than an hour the game time was intentionally kept
short by reducing the number of incidents to six and allowing a maximum of ten minutes
for analysis, discussions, and responses per incident. Figure 4 shows the board game design
modifications leaving only one security incident per room.
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Figure 4. Modification of the board game with six security incidents. Photo Credit: M.
Pulido.

4.1.3 Classification of participants’ responses

As shown in Figure 5, a rating scale based on [17], was added to the board game which is
used by the game master to rate participants' responses on a scale from very poor to very
good and determine if the solution mitigates the incident based on the game master’s
criteria. Below is a description of these classifications:

e Very poor — Indicates unacceptable solution, greatly exceeding that the incident
can be mitigated and requires an immediate response to address the incident.

e Poor — Indicates solution is unacceptable and does not meet the criteria to mitigate
the incident. The hospital’s room may require mitigation or response within a
certain period at this level.

e Average — Indicates solution provided will have an acceptable level to mitigate the
incident. At this level, no special action is required other than maintaining the
solution provided.

e Good - Indicates a low level of risk. With the solution obtained, the degree of a
security incident in the hospital room is reduced.

e Very good — Indicates a very low level of risk, resulting in an unlikely security

incident.
= =] =
@
~ — L 87
Very poor Poor Fair Good Very good

Figure 5. Scale representation used to classify players’ responses based on [17]. Photo
Credit: M. Pulido.
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Figure 6. Game simulation. Photo Credit: M. Pulido.

4.1.4 Orientation guide

According to the study [18], the use of a guide in board games allows participants to better
understand the terminology of the game topic. An orientation guide was designed to guide
players with a brief description of information security concepts referenced in the board
game. Participants use it as a reference to help them identify the best solution to security
incidents. This help guide is shown in Figure 7.

MALWARE
Malicious software. It is programmed to
rad ACCESS RIGHTS oY infiltrate, damage, or obtain information from & PHISHING \
The level of permission granted to users, a system without the owner being aware of )
applications, or workstations to read, delete, it. It includes c viruses, Atype of email attack that appears to be
create, or change data within a system, as worms, Trojans, or spyware. legitimate af\d that t_n_es t_o convince the
defined by rules established by data owners user to provide sensitive information for
\___and the information security policy. _/ X fraudulent uses. )
= DATA BREACH ) ( ATTACK VECTOR h
It consists of a confirmed incident in which A path or route that is used by the
confidential information has been accessed ( \ adversary to gain access to the target
or disclosed in an unauthorized manner. (asset).
N J 1S Y,
INFORMATION
SECURITY
4 COMPLIANCE A TERMINOLOGY ( SOCIALMEDIAPOLICY )
Compliance with the mandatory Provides the guidelines of conduct for the
requirements defined by laws and K / use of social networks of an organization.
regulations, as well as the requirements of Covers official company channels and
\contractual obligations and internal policies) K how employees should use them. J
'3 SOCIAL ENGINEERING E (" R ANSONWARE =)
The act of taking advantage of social .
vulnerabilities to gain access to information. It Consists of a type of mc?lware that restnF!s
is a psychological manipulation technigue that access to the compromised systems until a
tricks others into spreading information or ransom demand is paid.
- committing malicious acts. ) \ ¥

Figure 7. Orientation guide designed for the board game. Photo Credit: M. Pulido.
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4.1.5 Pre- and post-assessments

As part of the game modification, a pre-assessment was included to be used as a basis for
determining the level of security awareness before playing the game. A post-assessment
followed by the completion of the game was included to determine if the learning lessons
acquired had an impact on the overall security awareness levels of the participants. The pre-
and post-assessments contained the same questions but in a random order to prevent
participants from memorising each question.

5 First evaluation

5.1 Evaluation methodology

The type of investigation for this project consisted of an applied analysis since an
experiment was carried out to evaluate the level of awareness in information security to a
target audience whose studies, profession, or work are related to the healthcare field. The
version of the board game detailed in Section 4.1 was used as an instrument for this
evaluation and the sample obtained during the application of the experiment consisted of
sixteen participants divided into four groups of three to five players.

5.1.1 Procedure for sample-collection

The pilot experiment was conducted with a group of graduate students in Sport, Exercise
Science and Medicine of the University of Glasgow’s School of Medicine presenting their
dissertation project. A total of eleven students and five doctors were accumulated to
participate in the study. They were given a participant information sheet and the purpose of
the experiment and the time it would take to complete it were explained. Once they finished
reading the participant information sheet, they were given a consent form to record the
consent process and the participants' agreement to take part in the study. The objective of
the experiment was to compare the information security awareness level of the participants
before and after playing the board game and verify if it has increased after evaluating the
results. The players received limited resources and their duty was to apply their judgment
on incident analysis and the possible solution to the situation presented. Each of the
guestionnaires was given to each participant and their participation was controlled using an
individual identification number.

Additionally, players also received a demographic questionnaire to track their current
age, gender, occupation, and maximum level of education. The results of the demographic
study applied to the participants are included in Appendix A.

Before proceeding to answer the pre-assessment questionnaire, each player was given
three questions to learn about their background in information security, security awareness,
and healthcare systems [12]. These questions were:

Q1. How would you rate your proficiency in information security?

Q2. How would you rate your proficiency in security awareness?

Q3. How familiar are you with healthcare systems?

At the end of the experiment, they were thanked and were told they were free to leave.

5.1.6  Findings on the first evaluation

Once the players’ participation was terminated, the information of the surveys was
recollected to observe the results of this evaluation and assess the level of security
awareness per participant according to objectives of the study. The answers to the
information security, awarenes, and healthcare systems background questionnaires are
given in Table 1 below.
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Table 1. Information security background results.

No training or Significant
1ning Some knowledge training or Expert
familiarity eI
familiarity with it
Q1 15 1 0 0
Q2 13 3 0 0
Q3 1 4 9 1

It was found that most of the participants did not have any formal training in
information security or security awareness. Instead, the majority had significant training in
healthcare systems.

The results of each participant's pre- and post-assessment surveys were summed to
determine which topics players understood best and which individual topics should be
reviewed. This was seen as the level of consciousness of the individual. Figure 8 shows the
number of correct responses per questionnaire. Despite the interaction between the
participants and the game master, it can be seen that the level of the Data Breach and
Identity and Access Management controls decreased after responding to the post-
assessment test, which could be due to the lack of clarity of the security incident by the
players.

18
16
14
@
w 12
=
2 10
<
G 8
L
i
ol 6
O
4
2
° Email and Use of
Communicat Authorised Blogging Identity and
ion Internet Use = Equipment ~ and Social = Data Breach Access
Activities and Media Management
Software
Pre-Assessment 8 9 10 8 12 16
Post-Assessment 15 9 11 12 8 15

Figure 8. Comparison of the number of correct answers in the pre- and post-assessments.

One of the measures to be obtained through the experiment consisted in calculating the
time it takes for the participants to read the incident and provide their solution to the game
master. The result obtained was less than the expectation, ten minutes per incident (see
Figure 9 for the time taken to provide the answer). Concerning the groups that had
difficulties in formulating the response to the incidents, their time was longer compared to
those groups that had a clear understanding of the presented situation who responded
instinctively and their response time was less. Additionally, during the experiment, it was
noted that the greater the number of participants, the shorter it took to formulate a response
in contrast to the groups with fewer players, which took longer.
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Use of .
Authorised Cirwﬂuiqga Blogging  Identity and
Equipment = Data Breach tion Internet Use  and Social Access
and Activities Media Mangement
Software
Group 1
(Five participants) 2.3 3.2 24 8 13 23
Group 2
(Three participants) 15 35 31 21 36 31
Group 3
(Three participants) 45 4.4 35 43 4.4 33
Group 4 3.2 3.2 21 21 21 32

(Five participants)

Figure 9. Time that the groups took to respond to the security incident.

After completing the post-assessment questionnaire, the participants were asked three
self-assessment questions [12] with these categories as responses: “Nothing”, “A few
things”, and “A lot”.

Q1. What did you learn about information security?

Q2. What did you learn about security awareness?

Q3. What did you learn about healthcare systems?

The results corresponding to the questionnaire are shown in Table 2.

Table 2. Knowledge level acquired results.

Nothing A few things A lot
Q1 0 8 8
Q2 0 8 8
Q3 1 9 5

Derived from the results of Table 2, it can be observed that the categories of “A few
things” and “A lot” obtained the highest score, however, it is also observed that this
evaluation did not achieve a significant increase in information security knowledge and
awareness. It was also noted that an answer to the third question from Group 3 was missing,
which can be indicated that this could have been due to an oversight by one of the
participants in this group.

6 Second evaluation

The NHSGGC’s IT Compliance Team was visited and consulted to solicit feedback on the
board game design and establish its validity for evaluation with healthcare staff members.
They suggested modifying the content of the game based on their Information Security
Acceptable Use Policy [8] and that the questionnaires and incidents should be based with
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security behaviour rather than technical knowledge. Based on their observations, the pre-
and post-assessment questionnaires and the security incidents were modified, taking as
reference the use of [8], which provides behavioural parameters for NHSGGC staff using
computer equipment and IT services.

6.1 Changes to game content

The Acceptable Use Policy [8] was studied in detail to understand and become familiar
with its procedures and to adapt the content of the board game based on its security controls.
It takes an approach on trust and integrity behaviours necessary to meet the security
requirements of the digital age and procedures to reduce the risk of successful attack. It is
organised by administrative controls that define personnel practices in accordance with
NHSGGC security objectives, including the responsibilities of staff and management to
ensure that their actions do not lead to computer security breaches, prevention of
unauthorised access to NHSGGC systems and best practices in managing user credentials,
use of authorised equipment and software to connect to the NHSGGC network, as well as
correct internet usage and of emerging technologies.

A sample of six security controls was judgmentally taken for this phase of the design
of the board game based on those that were considered to be most interesting to the
participants. The following objectives were defined for the evaluation:

e Review the actions when receiving unwanted email and communication activities.

e Understand the correct use of the internet for personal purposes.

e Review the correct use of authorised equipment and software.

e Comprehend the responsibilities of using blogging and social media when and

when not in the office.

e Understand how to properly report and keep track of security incidents and data

breaches.

e Review how to keep passwords secure and confidential.

PATIENT ROOM

BLOGGING AND SOCIAL MEDIA

You have noticed that one of your colleagues

took a photo of a patient's room through his

mobile phone and shared it on his social me-
dia profile.

Can you think about what are the responsi-

RESOURCE ROOM

DATA BREACH

You have noticed that a staff member sent
an email containing confidential patient infor-
mation to a non-NHS email address.

What are the steps a staff member should
take when identifying an actual or suspected

MANAGEMENT ROOM

USE OF AUTHORISED EQUIPMENT
AND SOFTWARE

A staff member brings his personal compu-
ter to work and connects to the clinic's ne-
twork. He downloads unauthorised software
and the network is infected with malware that
makes workstations inaccessible.

bilities of employees when they are at work breach of confidentiality? What can be done to prevent this security in-
regarding blogging and social media policy? cident?

Figure 10. Examples of security incidents modified and adapted from [8]. Photo Credit:
M. Pulido.

6.2 Changes to the orientation guide

The orientation guide that provides the information security terminology used in the
previously designed board game was updated to align it with the security controls in [8]
and the objectives defined in Section 6.1 in order for the participants to have a better
understanding of the security incident presented and think of a solution that is better aligned
with [8]. This update is shown in Figure 11.
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EMAIL COMMUNICATION

extracting data from a system, or through
social engineering, where a staff member

Personal email address should not
be used for corporate purposes.

7
DATA BREACH
Data breaches can be intentional, when

s tricked into providing information. | _ /'
/
N i
IT COMPLIANCE TEAM PASSWORD MANAGEMENT
Develop interal controls and policies .
designed to ensure that all compliance ”‘““"’“’k:‘”" Jeegstial and e
needs are met. kaptsecurs;
A S N
72 4 R
USE OF CLOUD SERVICES MOBILE DEVICE HANDLING
Majority of cloud services are not
acceptable information transfer 7 The corporate repository must not
mechanisms for identifiable patient data { remain stored on personal devices.
and confidential data. ) Y
LS A,
INFORMATION
SECURITY
¥ TERMINOLOGY
RANSOMWARE | SOCIAL MEDIA POLICY
Consists of a type of malware that restricts \\ Establishes the guidelines for the
access to the compromised systems untila g > behaviour that an organization and its
ransom demand is paid. employees must follow through the web.
Y, N
e = r
PHISHING 1 INTERNET USAGE
Atype of email attack that appears to be Internet use is monitored to prevent
legitimate and that tries to convince the acsad o5 ek thak amsgarison s
user to provide sensitive information for inappropriate.
fraudulent uses. .
raudulent uses. ) J' L Y,
INFORMATION TRANSFER \ ( MALWARE
Malicious software. It is programmed'to |
Media containing information must be Infiltrate, damage, or obtain information from |
protected against unauthorised access, a system without the owner being aware of
misuse or corruption during it. It generally includes computer viruses,
transportation. \_ worms, Trojans, or spyware.

Figure 11. Orientation guide adapted from [8]. Photo Credit: M. Pulido.

6.3 The second evaluation applied to the NHSGGC ’s IT Compliance
Team

Once the board game was finished modifying as per the suggestions of the NHSGGC’s IT
Compliance Team, they were visited a second time to apply the experiment. Four members
of this team participated in the evaluation.

Figure 12 shows the results after applying the experiment to the team.

6
&) \
= 4
%
2
— 3
(&)
L
& 2
o
O
1
0 Use of Mobile
Identity and  Authorised CFz)-rrT?r?]IlIJr?iT:(:lt Device Blogging
Access Equipment - Handling  Internet Use and Social
ion : p
Management and Activities and Mobile Media
Software Computing
= Pre-assessment 4.5 5 4.8 5 4.5 4.3
Post-assessment 5 5 4.8 5 4.8 35

Figure 12. The number of correct answers obtained from the test results of the NHSGGC ’s
IT Compliance Team.
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Through the review of the results obtained from the responses of the IT Compliance
Team, it was observed that the score of the post-assessment responses from the Blogging
and Social Media control was lower compared to the answers of the pre-assessment and the
reason behind this was because, during the game, the IT Compliance Team mentioned that
although this control is included in [8] it belongs to the Human Resources department,
which translates into less knowledge of this control by the IT Compliance Team.

6.4 The second evaluation applied to doctoral students

After the evaluation was carried out with the NHSGGC’s IT Compliance Team, the
experiment was applied this time to three Doctor of Philosophy (Ph.D.) students from the
Adam Smith Business School of the University of Glasgow. Although it was necessary to
apply the experiment with people from the healthcare sector, it was decided to apply the
study as a pilot test to validate if a meaningful result could be obtained with the changes
made through the observations from the NHSGGC’s IT Compliance Team.

The responses obtained during the pre- and post-assessment were compared obtaining
the results shown in Figure 13.

[%2)
i 4
=
[
<z(
— 3
O
L
& 2
o
O
1
0 .
Mobile
. Use of . .
Identity and - E-mail and Device .
Authorised - . Blogging and
Access - Communicat Handling and Internet Use - .
Equipment . P - Social Media
Management ion Activities Mobile
and Software :
Computing
Pre-assessment 2.3 4.3 3 4.6 3 3
Post-assessment 5 33 5 5 5 4.33

Figure 13. The number of correct answers obtained from the test results of the Ph.D.
students.

When analysing the results obtained, it can be observed that the Use of Authorised
Equipment and Software control decreased its score compared to the rest of the controls.
This may be due to the lack of clarity in the description of the incident or through the
orientation guide, but this experiment was aligned with [8], and it can be observed that it
had a positive effect on the responses obtained by the participants. The time used for each
incident was less than five minutes (see Figure 14), which means that it can be considered
to increase the number of security incidents in the board game.
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Access Equipment ion Handling  Internet Use = and Social
Management and Activities and Mobile Media
Software Computing
Time to Respond 2.57 4.44 4.12 4.44 4.32 4.48

Figure 14. Response time to security incidents of the Ph.D. students.

7 Discussions, conclusions, and future directions

It can be observed that the sample size collected during this study was too small to have a
significant result, however, it is emphasised that the applied experiment consisted of a pilot
study for a larger project that is currently under development. Below is a summary of the
study results:

7.1 First evaluation

During the evaluation, all the participants belonged to the healthcare field. One of them
mentioned that they found it very little to have a single incident per department. The same
participant mentioned he would have liked to have had a greater variety of different stories
amongst the incidents including fictional characters. Feedback regarding the LEGO-based
board design was positive. One participant suggested modifying the orientation guide,
dividing it into sections and each one with more specific information about the security
elements included in the game.

7.1.1 Limitations

It was observed that not following established information security policies as a baseline
during the preparation of the material, affected the performance of the groups by not having
clarity with the security incidents and the content of the board game. Additionally, two
participants from one of the groups seemed to have been bored during the game and to have
lost interest in participating. The complexity in understanding security terminology and a
text-based game can be attributed to this behavior. Also, it was noted that the pre- and post-
assessment questionnaires were not aligned with the security incidents used during the
game, which made it difficult to determine if the score of the participant's level of awareness
improved.

7.2 The second evaluation applied to the NHSGGC s IT Compliance
Team

The [8] was used as a reference to modify the board game contents and by following the
recommendations of the NHSGGC’s IT Compliance Team and running the game with them
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to obtain their feedback, it was possible to make improvements to the game's content in
alignment with its security policies and to play a better role as the game master before
applying another evaluation.

7.2.1 Limitations

Apart from the participation of the IT Compliance Team, it was not possible to get
participants from the NHSGGC staff whose area is related to healthcare.

7.3 The second evaluation applied to doctoral students

The participants who were part of this evaluation better understood the information security
terminology and the incident presented implying that they felt that they could apply the
knowledge to real-life situations. This may be because [8] was studied in detail to align it
with the content of the board game and apply it during the experiment. When analysing the
responses of the participants' evaluations, it was observed that there was a good
understanding of the NHSGGC’ information security policies and clarity with the related
incident and that this could positively impact the ethical behavior of people.

7.3.1 Limitations

The sample was small compared to the sample taken during the first evaluation and it was
not possible to find participants whose field of study or work is related to healthcare,
however, the players who received the second evaluation, Ph.D. Business students, did not
have information security training either, therefore, it was decided to apply the experiment
with them as a pilot test. After reflection, it would have been more appropriate to contact
the participants who met the characteristics needed for this study with enough time in
advance, as prior warning may have been more successful.

7.4 Conclusions

Education and awareness training can help mitigate security incidents that put medical
information at risk. This can be accomplished by educating staff on required procedures
and adherence to security policies, as well as allowing them to identify and comprehend the
incident that threatens the healthcare ecosystem resulting in a secure and reliable
environment. Unfortunately, there are undesirable elements that pose threats and harm to
those who are not sufficiently prepared to counter attacks that threaten the security of
medical data. There are several ways to keep these ecosystems protected, but, at the very
least, staff members need to be educated and increase their awareness of information
security incidents.

The results obtained through the first evaluation showed that participants had little
clarity regarding the content of the game and this was because there was not a solid base
that could be taken as a reference to generate the game and that could guide the players in
developing their criteria to act ethically in the face of a security incident. Security controls
can be complex, and it is essential that the awareness training is communicated in a way
that staff easily understand the procedures, the security incident and its potential impact in
order to apply the resulting learning into practice.

The sample used during the second evaluation involved Ph.D. business students and
despite the fact that the objective of the study was to collect people related to healthcare
areas and that the sample for this experiment was too small, the results obtained after
applying the experiment based on [8], gave an approximation that it is possible to increase
the level of information security knowledge and awareness in people regardless of whether
they work in healthcare or business areas.

Additionally, following the learning theory [9], it was validated that the level of
maximum potential development of the participants can be achieved through socialisation
between the participants and a facilitator.
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7.5 Future work

As part of the actions to be implemented in the future, it is pending to apply the modified
version of the board game to people belonging to health areas and also, pending
confirmation from the NHSGGC’s IT Security team to conduct the study with healthcare
staff members.

The use of pre- and post-assessments will continue to be used to validate if awareness
level is being improved sustainably and through the information collected from the
guestionnaires and across the creation of performance metrics, it will be determined to
reduce the existing amount of text-based content and create additional material that can
help improve the effectiveness of this training.

Based on the result of the times obtained from the resolution of each incident during
the evaluations, the possibility of using more than one incident for each section of the board
game will be assessed. The next part of the project involves the development of the online
version of the board game in order to facilitate its execution and interaction from anywhere,
and to be able to carry it out in front of a greater number of healthcare participants.
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Appendix A (participant’s profile)

Table 3. Demographic characteristics of the sample.

Variable Frequency Percent (%)
Gender
Men 12 66.67
Women 4 33.33
Highest level of education
High school 0 0
Diploma 0 0
Bachelor’s 5 45.45
Master’s 11 54.55
Ph.D. 0 0
Other 0 0
Age
20-29 years 14 85.72
30-39 years 1 7.14
40-49 years 0 0
50-59 years 1 7.14
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