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Cybersecurity This literature review delves into research on the gamification of cybersecurity

Cybersecurity awareness awareness for non-IT professionals, aiming to provide an accurate report on

ggmggi“n?enms known and unknown information regarding three key questions: the impact of

non-IT Professionals gamification on cybersecurity awareness interest and engagement, measurable
results related to game elements and their connection to specific learning goals,

Received: December 2023 and the long-term effectiveness of gamified cybersecurity. Examining five

A ted: March 2024 .. . . -
Plfgfigheed: Mzréh 2024 relevant papers, the findings confirm short-term effectiveness and indicate that

DOI: 10.17083/ijsg.v11i1.719 the incorporation of various game elements, such as storytelling, team
leaderboards, and interactive scenarios, results in increased knowledge,
improved engagement, and positive behavior changes aligned with specific
cybersecurity awareness learning goals. However, the review also identifies
recurring gaps in evaluating individual game elements and customizing
gamification strategies for non-I1T professionals. Highlighting a critical gap in
understanding long-term effectiveness, we argue for further empirical studies
to consider habituation effects, emphasizing the need for a nuanced
understanding of gamification's impact on cybersecurity awareness over an
extended period. Thus, the review contributes to the existing body of
knowledge by emphasizing the necessity for empirical studies focusing on
sustained, long-term effectiveness and habituation effects in gamified
cybersecurity initiatives.

1. Introduction

In the rapidly evolving digital age characterized by swift technological advancements [1], the
internet has fundamentally transformed how businesses and individuals connect with one
another, compelling both to adapt [2]. About 4.9 billion people utilize the internet globally as
of 2023, accounting for 62.5 percent of the world's population [3]. This interconnected world
offers enhanced communication and productivity, but also significantly heightened the risk of
attacks [4], [5], [6], posing threats to the confidentiality, integrity, and availability of an
organization’s digital assets [7]. These cybersecurity threats manifest in various forms, from
sophisticated cyberattacks and covert data breaches, and can range from minor disruptions to
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major incidents like ransomware, impacting entire organizations [8]. This is substantiated by
the growing number of daily reports on cyberespionage, cybercrimes, and data breaches which
underscore the rising vulnerability of organizations and government agencies, leading to
compromised sensitive information [9]. As an imperative, cybersecurity emerges as a crucial
safeguard [5], [10], [11], necessitating a combination of diverse knowledge, skills, and tailored
strategies to counter threats like unauthorized access, disruptions, and data breaches [9], [12],
[13]. Consequently, the demand for competent cybersecurity professionals is on the rise [8].
However, there is a persistent shortage of cybersecurity across sectors [14], which make it
essential to broaden the reach of cybersecurity awareness and educate a wider audience to
effectively address the evolving landscape of cyber threats [8].

Threats within organizations can be traced to malicious insiders and naive or negligent
insiders [9]. The user's capacity to identify, refrain from compromising actions, evaluate, and
lessen risks [15], thereby promoting responsible actions in the cyber realm [16], is the essence
of what cybersecurity awareness entails. [17] emphasizes that cybersecurity awareness entails
recognizing users' vulnerabilities and instructing them on identifying and preventing
cyberattacks. At its core, cybersecurity awareness recognizes the human element as both a
valuable defense and a significant vulnerability [18], as studies reveal that users often
constitute the weakest link and root cause of cyber threats [6], [16], [18], [19], [20], mainly
due to their lack of cyber awareness and underestimation of risks in routine online activities,
exposing themselves and organizations to cyber threats [12]. Navigating cyberspace, these
users unwittingly face a constant risk of unintentional actions exploited in targeted attacks. For
instance, while navigating cyberspace, a user can unwittingly face a constant risk of
unintentional actions exploited in targeted attacks, such as phishing attacks, which can
circumvent even the most sophisticated cybersecurity defenses, potentially resulting in
devastating organization breaches, emphasizing the need for robust cybersecurity awareness
[1], [21]. Cybersecurity awareness serves as countermeasures to minimize user-related
cybersecurity incidents [19]. Informed and vigilant users are better equipped to make informed
security decisions, effectively preventing, or mitigating cyber risks [1], [9], [19], [22], making
it is crucial to instill this awareness early on to alter users’ behavior and responses when faced
with cyberattacks [16].

However, in practice, organizations either neglect to implement cybersecurity awareness
programs or employ unsustainable methods [23]. Those who do implement awareness
initiatives often rely on conventional approaches like paper-based, computer-based, and web-
based training, as well as presentations, videos, notes, and emails [6], [17], [19]. Unfortunately,
these methods are predominantly theoretical, lacking effectiveness in enabling users to identify
and respond to cyber threats, ultimately failing to alter employee behavior [16], instead leading
users to feel bored, overwhelmed, and uninterested [13], [22]. In some cases, some users resist
cybersecurity awareness, seeing it as an extra burden beyond their tasks and viewing security
as solely the Information Technology (IT) department's responsibility rather than a shared
concern within the organization [24]. The perception of cybersecurity as overly complex and
purely technical further hinders user engagement [2]. All this point to the fact that traditional
cybersecurity awareness methods have limited success in engaging and motivating end users
to adopt recommended cybersecurity measures, leading to low success rates [19], [20], [25],
evident in the frequency of cyberattacks linked to user behavior [24]. According to [15],
successful cybersecurity awareness programs require users to reach three essential states:
perception (understanding cybersecurity’s importance), comprehension (deep understanding of
its significance and personal relevance), and projection (influencing behavior and ensuring
adherence to security rules post-awareness). [15] argues that users need motivation to learn and
act, meaning reducing cyber-attacks requires motivating users to be aware of best practices
[16], yet lack of motivation is arguably one of the primary limitations of traditional
cybersecurity awareness programs. In addition, traditional awareness programs face criticism
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for their inflexible, repetitive content and their lack of adaptation to the dynamic cybersecurity
landscape. The process of raising awareness about cybersecurity necessitates constant
assessment and modification to handle new risks and difficulties [23].

Recognizing the limitations of traditional cybersecurity methods and their disconnect with
the dynamic nature of cybersecurity awareness has prompted the exploration of more
innovative and engaging training strategies, such as gamification, which influences early-stage
behavior change, placing a strong emphasis on motivation [15], [16]. Gamification integrates
game elements and mechanics into real-world settings [8], [12], [26]. It is a versatile strategy
applicable across diverse non-game contexts and learning environments, whether digital or
non-digital, aiming to gamify content partially or fully and enhance the learning experience
[27]. In this context, "non-game" refers to using game design elements beyond their original
entertainment purpose [27]. These game elements, fundamental features in most games, play a
pivotal role in shaping the overall gaming experience. Borrowed from games used in various
educational processes [27], [28], these game elements effectively address limitations often
associated with traditional training, education, and awareness programs, mitigating challenges
related to low engagement and lack of intrinsic motivation. It's crucial to understand that
gamification goes beyond introducing game elements; it represents user-centered approach
prioritizing human motivation to enhance engagement, motivation, and information retention
[24].

Ongoing research supports the advantages of using gamification as an educational method
[5], [29]. Gamification provides learners with motivation, mental relaxation, and habit
reinforcement through the integration of game-like elements and interactive activities [12],
[16]. Game elements offer visible indicators of learners' efforts, motivating progress in their
learning journey [12]. This motivation aligns with the Self-Determination Theory (SDT)
theory, which examines how people's well-being and motivation are influenced by their
environment and individual differences. SDT identifies two main types of motivation:
autonomous (from within) and controlled (external or pressured). This theory predicts how
motivation impacts learning, performance, experiences, and mental health. It emphasizes
autonomy, competence, and relatedness as fundamental needs for optimal learning performance
[28], [30]. Learners' motivation can be intrinsic, driven by a desire for knowledge growth or
intellectual expansion, or extrinsic, fueled by recognition from peers, rewards for overcoming
challenges, or points earned for progress [12]. The strategic use of game elements enables
learners to witness a genuine increase of their knowledge and intellect, nurturing intrinsic
motivation. Suggesting learners are motivated when they have a clear understanding of their
position, acquired abilities, feedback on development, achievements, and a sense of community
[12]. Gamification fosters a positive learning perspective, providing an enjoyable experience,
intrinsic motivation, and the potential for achieving a state of flow, promoting the development
of deeper knowledge structures [27], [28]. It offers a dynamic, feedback-driven approach,
enabling real-time assessment of learner performance and encouraging continuous engagement
and improvement [28], while meeting the need for continuous cybersecurity awareness.

Gamification, effectively employed in cyber awareness training [28], [29], in contrast to
traditional cybersecurity methods perceived as dull and lacking engagement, introduces an
element of fun and interactivity to the learning process, rendering it more captivating and
enjoyable for participants [31]. Thus, when executed correctly, it creates a playful environment
and promotes active participation and healthy competition [20], ultimately fostering a
cybersecurity awareness culture and improving the overall training experience [28]. It also
serves as a sandbox for individuals to experiment and explore in a risk-free setting, empowering
learners to confront challenges, make security decisions [16], and engage in trial and error,
learning from mistakes before facing assessments or real-world situations [6]. This iterative
process accelerates the acquisition of knowledge, experience, and skills [16]. However, it's
crucial to note that although gamification has garnered significant popularity in both academia
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and industry over the past decade [16], [26], it is complex [5] and its improper application and
design can lead to a lack of intrinsic motivation, causing frustration, dissatisfaction, stress,
resistance, and decreased motivation [26].

Although gamification has gained significant popularity in academia and industry over the
past decade [16], [26], its application in cybersecurity awareness reveals notable gaps. One gap
is the absence of a well-established theoretical framework tailored to incorporating game
design elements into cybersecurity awareness programs [26]. This underscores the critical need
for a comprehensive theoretical foundation to effectively leverage game design elements for
promoting cybersecurity awareness. Creating an engaging activity goes beyond adding game
elements [28]; there is a need for evidence-based recommendations on which game design
elements should be implemented for effective cybersecurity awareness programs, which is
currently lacking [26]. While various gamification elements with a high level of interactivity
have been used to motivate participants [32], their connection to achieving specific learning
goals in cybersecurity awareness programs remains unclear. Evidence-based recommendations
are lacking, and the evaluation of each game elements is often vague or treated holistically,
highlighting the need for further research to establish a robust link between applied game
elements and learning outcomes in cybersecurity awareness [26], [33]. Evaluation is crucial,
as inappropriate gamification elements can lead to adverse consequences, such as anxiety or
inappropriate behavior [26].

Although existing literature suggests that gamification boosts engagement, these findings
are largely confined to the short term, highlighting a significant absence of evidence supporting
medium and long-term effectiveness [33]. While initial engagement may be satisfactory in the
short term, habituation, a psychological phenomenon characterized by decreased
responsiveness to a repeated stimulus over time, suggests that users may become less
responsive to stimulation with repeated exposure [34]. This process involves individuals
becoming accustomed to a particular stimulus, leading to a reduced reaction. This, in turn,
allows the brain to conserve mental resources and attention for novel or significant stimuli. The
diminishing reaction typically follows a pattern where the decrease is more pronounced
initially but lessens as one is exposed to the stimulus more frequently [35]. As gamification
aims to stimulate participation and learning through game elements [36], it's crucial to
recognize the potential for habituation. Therefore, to gauge the sustained effectiveness of
gamification in ensuring continuous engagement in cybersecurity awareness initiatives, an
essential question arises: Does gamification maintain prolonged engagement in learning about
cybersecurity, or does it succumb to habituation, similar to the traditional cybersecurity
awareness approaches it aims to improve upon? Sustaining participant engagement in the long
term through gamification is critical, especially in the context of continuous cybersecurity
awareness, as it is an ongoing concern.

Prior literature has examined gamification in cybersecurity awareness interventions across
various participant groups, but without specifically targeting individuals based on educational
and professional backgrounds. However, this approach becomes a limitation when trying to
understand whether gamification enhances learning about cybersecurity awareness,
particularly for those who typically find it dull. Bias may arise from participants already
interested in IT-related fields, such as IT professionals and students, skewing results. To
address this, our survey focuses exclusively on non-IT professionals and students—individuals
not primarily involved in I1T-related work or studies.

Our proposed separation is justified by two psychological theories: the Self-Determination
Theory [30] and the Expectancy-Value Theory. The Expectancy-Value Theory posits that
individuals' decisions regarding achievement are influenced by their expectations for success
and the subjective value they attach to specific tasks or activities within particular domains.
Essentially, people are more likely to engage in an activity or pursue a goal if they believe in
their potential for success and find the activity valuable or important [37]. According to SDT,
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people are driven by three basic psychological needs: relatedness, competence, and autonomy
[30]. IT professionals and students may feel more motivated to study cybersecurity awareness
because it aligns with their sense of competence and autonomy, being relevant to their skill set
and essential for their professional growth. The Expectancy-Value Theory emphasizes the
significance of perceived competence and the value attached to knowledge [37]. IT
professionals may possess higher intrinsic motivation for cybersecurity awareness tasks due to
their expertise, while non-1T professionals may start with lower expectancy of success,
impacting their motivation. The perceived value of cybersecurity awareness may already be
high among IT professionals, but not necessarily for non-IT professionals. To evaluate
gamification's effectiveness in engaging non-IT professionals in cybersecurity awareness, it's
crucial to separate these groups. This enables tailored strategies to address distinct motivational
factors, ensuring interventions meet the specific needs of each group. By doing so, awareness
campaigns can be precisely calibrated to increase motivation and participation in cybersecurity
awareness within each demographic.

This systematic literature review (SLR) aims to address knowledge gaps in gamification in
cybersecurity awareness. The article structure includes the research methodology, data
analysis, and results. A discussion of findings and acknowledgment of study limitations follow.
The conclusion summarizes key insights and suggests directions for future research in
gamification for cybersecurity awareness.

2. Methodology

In order to determine how the gamification strategy has been applied in cybersecurity
awareness initiatives, particularly for non-IT professionals, we adopted a systematic review
methodology by [38], [39] in this article. A SLR is an independent academic method that aims
to identify and evaluate all relevant literature on a topic to derive conclusions about the
question under consideration. A SLR is a rigorous academic methodology employed to
systematically identify, collect, evaluate, and interpret all relevant literature on a specific topic,
with the goal of deriving comprehensive conclusions about the question or gquestions under
consideration [40], [41], [42]. It uses a clear, methodical approach to formulate the question,
identify applicable research, evaluate its quality, and synthesize results, either qualitatively or
guantitatively [43]. A SLR, however, never offers "solutions." SLR only provide an accurate
report of the information that is known and unknown regarding the review's questions [44]. A
SLR adheres to a set of core principles; thus, it follows a systematic and organized method
designed to address specific questions, it transparently states the method used in the review, it
allows for replication, modification, or updating by other researchers, and lastly it organizes
and summarizes results in a structured manner [40], [44]. A SLR is divided into three main
phases, according to [40]: Planning the Review, which entails formulating research questions,
creating search queries and selecting studies based on inclusion and exclusion criteria (Figure
1), and Conducting the Review, which involves selecting studies; and Reporting the Review,
which deals with data extraction and answering research gquestions. A thorough rundown of the
major procedures in each phase is given in the sections that follow.

2.1 Planning the Review
We began by clearly defining the primary objective of this systematic literature review and
defining the following research questions (RQ) in light of the gaps in the literature that we
discovered:
1. Does gamification make learning about cybersecurity awareness more interesting?
2. What measurable results do gamified elements in cybersecurity awareness initiatives
achieve, and how do these relate to specific learning goals in cybersecurity awareness?
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3. Do gamified cybersecurity awareness initiatives keep people engaged continuously in

learning about cybersecurity in the long run?

Next, we created a list of keywords, which include non-IT professionals, cybersecurity
awareness, and gamification. These keywords served as specific terms or phrases during the
literature search process [45], playing a crucial role in identifying and collecting relevant
studies that contribute to a comprehensive understanding of the review topic [42]. Then, as
authors may use different terminology to refer to the same concept, we ascertained the other
terms for each of the keywords. Next, in order to locate the relevant studies, we identified the
fundamental strings to employ in an automated search across electronic data sources. The
database source that we used is the Scopus database. The literature released between 2020 and
2023 was included in the search results. The literature included in the Scopus database was
searched using the strings in the article title, abstract, and keywords sections. Ninety-one papers
were found as an outcome of this first search phase. The search string is used as follows:

( TITLE-ABS-KEY ( "gamification" ) OR TITLE-ABS-KEY ( "gamif*" ) OR TITLE-ABS-
KEY ("gamified") OR TI-TLE-ABS-KEY ( "game elements" ) OR TITLE-ABS-KEY ("game
mechanics " ) OR TITLE-ABS-KEY ( "game com-ponents” ) OR TITLE-ABS-KEY ( "game
dynamics" ) OR TITLE-ABS-KEY ( "game aesthetics" ) AND TITLE-ABS-KEY ( "Cy-
bersecurity Awareness" ) OR TITLE-ABS-KEY ( "Security Awareness Training") OR TITLE-
ABS-KEY ( "Security Awareness Programs" ) OR TITLE-ABS-KEY ( "Security Awareness"
) OR TITLE-ABS-KEY ( "Information Security Awareness" ) OR TITLE-ABS-KEY (
"Phishing Awareness" ) OR TITLE-ABS-KEY ( "Data Privacy Education" ) OR TITLE-ABS-
KEY ( "Security Literacy" ) OR TITLE-ABS-KEY ( "Cyber Threat Awareness" ) OR TITLE-
ABS-KEY ( "In-ternet Security Education” ) OR TITLE-ABS-KEY ( "Cybersecurity
Education") OR TITLE-ABS-KEY ( "Safe Online Practices")) AND PUBYEAR >2019 AND
PUBYEAR < 2024

2.2 Conducting the Review

To ensure precision and relevance, stringent criteria were applied when selecting studies for
research on gamification in cybersecurity awareness. Studies published between 2020 and 2023
were included to capture recent advancements, while those before 2020 were excluded. Only
studies with abstracts were considered, facilitating quick evaluation of alignment with study
objectives. Full-text access was required for comprehensive review, excluding studies lacking
this availability. Criteria for inclusion were strictly defined, focusing solely on gamification in
cybersecurity awareness. Papers referring to gamification as game-based learning, serious
games, games, or video games were excluded to maintain a focused exploration of
cybersecurity awareness through gamification. Only studies directly addressing gamification
interventions in cybersecurity awareness were included, while those aimed at technical skill
enhancement were excluded. Participant criteria targeted non-I1T professionals, excluding IT
professionals and students in IT-related fields. Empirical research types were prioritized,
omitting non-empirical studies for a more evidence-based approach. Only English-language
papers were included to streamline the review process. These criteria ensured a targeted and
thorough evaluation of relevant literature in gamification for cybersecurity awareness.

2.2.1 Results of the Search

The most comprehensive summary of empirical research on the gamification of cybersecurity
awareness for non-1T workers is presented in this literature review. Figure 1 illustrates the
process of selecting relevant studies, where 'n' represents the number of research papers. The
applied exclusion criteria are as follows:
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o Exclusion 1: Papers lacking a full abstract and full accessibility were excluded,
reducing the number to 88.

e Exclusion 2: Papers with similar limitations were further excluded, resulting in a count
of 82.

o Exclusion 3: Papers unrelated to the study's focus, specifically those using gamification
to refer to game-based learning, serious games, games, and video games, were
eliminated, reducing the count to 69.

e Exclusion 4: Non-empirical studies, including opinions, reviews, and
theoretical/conceptual articles, were removed, further reducing the count to 52.

e Exclusion 5: Articles whose research participants included IT-related professionals and
students were excluded since the review focused on cybersecurity awareness for non-
IT personnel, resulting in a reduction to 29.

e Exclusion 6: Articles not solely focused on gamification in cybersecurity awareness,
emphasizing training professionals within the cybersecurity domain to enhance skills,
were eliminated, reducing the number to 14.

e Additional Exclusion: Nine papers were further eliminated based on relevance to the
study, resulting in a final set of 5 papers.
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Figure 1. Process flow diagram for selecting articles.

2.3 Data Extraction

We created a data extraction form and employed it to retrieve data from every research that
was included. To systematically investigate our research questions, we specifically considered
empirical papers, such as case studies or experiments, aiming to document the game elements
employed and their collective impact on enhancing engagement, paying attention only to papers
that targeted non-IT related individuals. Furthermore, we looked for identifiable results
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achieved through gamified elements to explore their connection with specific learning goals in
cybersecurity awareness. Additionally, we collected data on the reported duration of
engagement in gamified cybersecurity awareness initiatives to understand sustained
involvement over an extended period. This comprehensive approach allowed us to extract
relevant insights from prior literature and address our research questions systematically. Table
1 displays the data summaries from the five papers.

Table 1. Selected studies on the use of Gamification in Cybersecurity Awareness for Non-IT Professionals

Year Citation Aim Target Game Elements
2021 [6] Improve employees' cybersecurity awareness. Employees that Feedback, Scenarios,
are non-IT  Levels, Points, Avatars
professionals
2021 [16] Verify the effectiveness of gamification in  High School  Points, Timers,
cybersecurity awareness and training. Students Narration, Avatars
2022 [44] To gamify the phishing security awareness Employees Points, Competition,
training process. Alerts, Feedback
2023 [45] To evaluate how well story-driven gamification  University Story, Narrative, Avatar
works to shield students against USB-based Students
threats.
2023 [26] To enhance information security awareness by  University Narrative, Team
increasing user motivation and reducing Students leaderboards (TL)

learning barriers.

3. Results

The organization of the data analysis and results section is in line with the research questions
presented at the outset of this paper.

RQ1 Does gamification make learning about cybersecurity awareness more
interesting?

To answer the above question, this review explored the impact of gamification on cybersecurity
awareness, specifically targeting non-IT professionals and students to avoid bias as highlighted
in the introduction. The findings from multiple studies consistently indicate that gamification
makes learning about cybersecurity awareness more interesting, especially for individuals who
might find traditional training methods boring. In the study by [26], [46], which specifically
targeted non-IT professionals and students, the integration of game-design elements like
narration and leaderboards in learning management systems significantly correlated with
increased information security awareness. Thus, the use of these elements was found to
effectively enhance cybersecurity awareness. Similarly, [46] demonstrated that story-driven
gamified education on Universal Serial Bus (USB) based attack prevention, with engaging
story elements, was perceived as effective in increasing participants' awareness of
cybersecurity. The incorporation of narrative elements and effective story design contributed
to the success of conveying cybersecurity awareness concepts and making the learning
experience more interesting. It’s worth noting that this study focused on master's and bachelor's
students aged 18 to 25 from European and North American countries with diverse academic
backgrounds.

Furthermore, [6] conducted a study involving general employees from different institutions
in Abu Dhabi City, using a gamified approach Cyber Shield Game. The results showed an
average improvement of 51.4% in security awareness, suggesting that gamification actively
engaged employees and contributed to increased security awareness. Study [47] emphasized
the positive impact of gamification in phishing awareness exercises, particularly with the Phish
Derby. Participants enjoyed the gamified experience, highlighting that the focus on positive
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reporting behaviors, competition, and rewards enhanced engagement and interest in
cybersecurity awareness training. Lastly, the study by [16], targeting students ranging from 9
to 22 years old, observed positive outcomes in enhancing cybersecurity awareness, specifically
in password selection, through gamification. Despite not presenting detailed pre-test and post-
test results, the study indicated a 5% improvement in selecting stronger passwords over a two-
month period.

In conclusion, the cumulative evidence from these studies strongly suggests that
gamification is a valuable strategy for enhancing cybersecurity awareness, making the learning
experience more engaging and interesting, especially for individuals who may find traditional
methods less appealing.

RQ 2 What measurable results do game elements in cybersecurity awareness
initiatives achieve, and how do these relate to specific learning goals in cybersecurity
awareness?

To address the question, we synthesized measurable outcomes associated with the
incorporation of gamification elements in cybersecurity awareness initiatives, drawing from
the reviewed papers. Measurable outcomes are tangible and quantifiable results or changes that
can be observed, assessed, or recorded, providing a clear indication of the impact or
effectiveness of a particular intervention, program, or strategy. These outcomes were organized
based on common themes identified in the findings from the reviewed papers.

According to [26], the utilization of gamified elements such as storytelling and team
leaderboards in cybersecurity awareness Security programs, demonstrated positive effects.
Students participating in these programs exhibited enhanced cybersecurity understanding and
awareness when exposed to the combination of storytelling and team leader boards within a
Learning Management System. The incorporation of these gamification elements effectively
addressed personal motivation and educational success factors, leading to increased
engagement and enjoyment among students. Despite limitations, such as a relatively small
survey size, the study suggests that employing storytelling and team leaderboards in a Learning
Management System can positively impact cybersecurity awareness.

Similarly, [46] focused on gamification elements, including a story-driven framework based
on Thorndyke's structure, and found that they successfully increased participants' knowledge
of USB-based attacks. High engagement was noted, attributed to the narrative structure, trial
format, and realistic elements. Participants expressed a preference for gamification over
traditional methods, emphasizing its effectiveness in surpassing traditional approaches. The
study concluded that participants had a positive experience, with engaging story elements,
successful knowledge transfer, and challenges contributing to overall enjoyment. Comparisons
with other gamified training underscored the effectiveness of the story-driven approach in
engaging users and enhancing cybersecurity awareness.

A study conducted by [6] investigated the effectiveness of the Cyber Shield Game (CSG),
an interactive video game designed to boost cybersecurity awareness among organizational
employees. The game, featuring four levels, addresses various cybersecurity threats such as
password complexity, social engineering, phishing attacks, and physical security. Employing
gamified elements like feedback, scenarios, levels, and points, the authors reported a
substantial 51.4% improvement in employees' cybersecurity knowledge. This improvement
was calculated based on pre-game and post-game surveys, indicating increased awareness post-
engagement. Player feedback highlighted the superior interactivity of CSG compared to
traditional methods, emphasizing active participation in diverse game scenarios. The game
effectively targeted specific learning goals across its levels, achieving notable progress in areas
like password complexity, phishing attacks, and social engineering. Quantifiable improvements
in survey scores validated the effectiveness of game elements in enhancing cybersecurity

International Journal of Serious Games | Volume 11, Issue 1, March 2024 91



knowledge and promoting positive changes in employee behavior. Noteworthy improvements
were observed in several areas. Regarding password complexity, employees transitioned from
using passwords containing personal information to more secure practices. Additionally, a
positive shift towards adopting multi-factor authentication was noted. In the handling of
confidential documents, a decrease in using email for sensitive information and an increase in
the preference for in-person document delivery were observed. Overall, the Cyber Shield Game
significantly enhanced employees' security awareness across the four threat categories, with
password complexity and phishing attacks standing out as key areas of improvement.

Positive behavior changes, as a measurable outcome associated with game elements, are
supported by the studies of [16] and [47]. In their study, [47] explored the impact of
gamification elements, including Points, Competition, Alerts, and Feedback, in the Phish Derby
experiment. The Phish Derby experiment involved gamifying phishing security awareness
training to understand employees’ reporting behaviors regarding phishing emails. Participants
competed in a month-long competition where they were instructed to report suspicious emails
as potential phishing attacks. They earned points and money based on the number of attacks
they successfully reported and the speed at which they issued alerts. Difficult simulated
phishing attacks were used to increase variance in user responses. The findings revealed
measurable results significantly influencing participants' behavior, with the competition format
leading to a marked increase in phishing alert rates and fostering a heightened sense of
awareness and engagement. The study emphasized the importance of prompt responses to
potential threats, and the success of the Phish Derby highlighted the potential of gamification
elements as an effective strategy in increasing awareness of phishing threats.

Similarly, [16] demonstrated measurable results in their gamification of cybersecurity
awareness training, utilizing Cyber-Hero. The Cyber-Hero framework was employed for
information security awareness and training targeted towards high school students. It aimed to
improve cybersecurity skills and capabilities by utilizing gamification as a methodology to
change behavior concerning the selection of passwords, thereby addressing human error in
cybersecurity. The framework incorporated game elements such as points, timers, and
narration. The meticulous process of progress monitoring and evaluation within the
gamification framework allowed continuous measurement of users' information security skills
and capabilities. The pre-test and post-test results indicated an improvement in participant’s
password selection, achieving a 5% enhancement over a two-month period, suggesting that
gamified approaches, specifically utilizing narrative instructions, could effectively influence
and enhance behavior.

In summary, gamified elements consistently yield measurable results, such as increased
knowledge, improved engagement, and behavior changes, effectively aligning with specific
learning goals in cybersecurity. These include enhanced cybersecurity understanding and
awareness [6], [26], demonstrated by improved phishing threat recognition [47] and positive
changes in employee behavior related to cybersecurity practices [6], as evidenced by improved
password selection [16].

RQ 3 Do gamified cybersecurity awareness initiatives keep people engaged
continuously in learning about cybersecurity in the long run?

The empirical findings from the studies offer insights into short-term engagement in gamified
cybersecurity awareness initiatives, suggesting positive outcomes within relatively brief
periods. For instance, in the study by [26], the focus on a semester duration of three months
indicates positive outcomes and sustained engagement during that timeframe. Similarly, the
study by [6] reports interactive engagement and increased awareness levels among participants,
but the results are within a short period, indicating short-term effectiveness. However, the
studies do not provide direct empirical evidence or insights into the long-term sustainability of
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engagement beyond the immediate learning experience. The study by [46] emphasizes the
positive impact on knowledge acquisition and the overall positive experience with story-driven
gamification but does not explicitly address long-term engagement. The same is true for the
studies by [16], [47] where positive outcomes and improvements are observed, but the duration
of the experiments is relatively short (one month and two months, respectively).

4. Discussions

Few studies on the gamification of cybersecurity awareness for non-IT professionals were
found through this systematic review. Research on gamifying cybersecurity awareness has
gained momentum in recent years, as seen by the rise in research articles and systematic
reviews of research articles. The following subsections highlight the current state of
gamification techniques for raising cybersecurity awareness among non-IT professionals.

4.1 Gamification in Cybersecurity Awareness:

The findings from the reviewed studies collectively support the idea that incorporating
gamification into cybersecurity awareness is a valuable strategy. This suggests that a gamified
approach can enhance participants' learning experiences, especially for those who may not be
as engaged with traditional methods. The use of gamification elements like storytelling, team
leaderboards, and interactive game scenarios serves as motivators or feedback to encourage
participation and acknowledge individuals' efforts [48], [49]. This positive impact of
gamification is evidenced by demonstrated outcomes related to specific cybersecurity learning
goals, including increased knowledge, improved engagement, and positive behavioral changes.
However, the positive influence of gamification in cybersecurity awareness, as observed across
all the studies, tends to be more prominent in the short term, such as within a few months.

4.2 Empirical Gaps and Trends in Gamified Cybersecurity Awareness

In general, the cumulative evidence from these studies strongly suggests that gamification is a
valuable strategy for enhancing cybersecurity awareness, making the learning experience more
engaging and interesting, especially for individuals who may find traditional methods less
appealing. Several shortcomings can be identified with five major limitations:

First, we noted from RQL in our systematic literature analysis that most of these studies
primarily used qualitative assessments instead of quantitative pre- and post-surveys..
Qualitative assessment is a constructivist and interpretivist approach that involves exploring
phenomena through non-numeric, verbalistic methods without measuring their extent in
numerical terms [50]. While qualitative insights are valuable, the interpretation of non-numeric
data, such as text, interviews, or observations, can be influenced by the researcher's personal
perspectives and biases, leading to variations in the interpretation of data among different
researchers, affecting the reliability and consistency of the findings compared to quantitative
approaches [50]. Quantitative assessment is an objective, scientific approach grounded in
positivism, relying on numerical data to establish causal relationships, emphasizing
measurement, and often resulting in clearer and more easily evaluated outcomes [50]. The
advantage of quantitative assessment is its objective and standardized nature, minimizing
variations in data interpretation among researchers, enhancing reliability, enabling
measurement of actual improvement magnitude, and providing a robust foundation for
informed conclusions and recommendations. As a result, the use of quantitative approaches for
evaluation has become more prevailing [51]. Hence, utilizing quantitative assessment ensures
a comprehensive and objective evaluation of gamification’s impact on cybersecurity
awareness, allowing researchers to measure actual improvement magnitude and draw informed
conclusions and recommendations.
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Secondly, the limitation of lack of proper assessment from RQ1 also extends to results of
RQ2 regarding the lack of assessment outcomes tied to individual game elements. All the
studies reviewed consistently present outcomes associated with combinations of two or more
gaming elements, creating a challenge in discerning the unique influence of each element. This
deficiency in granularity obstructs a precise understanding of the effectiveness of individual
game elements, a crucial factor for guiding future design and implementation strategies in
refining gamification approaches for enhanced cybersecurity awareness initiatives. The
significance of this lies in the recognition that appropriate game elements can significantly
boost user motivation, while inappropriate ones have the potential to demotivate users [52],
[53]. Hence, for gamification designers to achieve effectiveness, it is crucial that they possess
an understanding of the potential outcomes of specific game elements within a given scenario
and for a particular audience [33]. As such, it becomes essential to carefully choose a set of
game elements that precisely match the intended results. In order to do this, a methodical
investigation of the effects of each game element independently is required [54]. Therefore,
extensive research is necessary to improve our comprehension of the precise relationships
between particular game elements and motivational and behavioral results. This understanding
is vital for identifying the distinct contributions of each element in cases that incorporate
multiple game elements, as observed in the reviewed literature [54].

Thirdly, findings related to RQ3, reveal that the field remains concentrated on short-term
insights ranging for a few months, lacking a comprehensive understanding of the enduring
effects of gamification, as underscored by [33]. While these studies contribute valuable insights
into short-term engagement dynamics, they do not sufficiently address the critical question of
whether gamified cybersecurity awareness initiatives can sustain continuous engagement over
the medium to long term.

Moreover, despite an initial pool of 91 papers, only 5 were both empirical and specifically
targeted toward non-1T professionals in the realm of gamified cybersecurity awareness. This
highlights a notable scarcity of empirical studies, and more specifically, a lack of research
focusing on the niche non-IT professional and students’ audience. The fourth limitation, the
dearth of empirical studies, hampers the ability to draw robust conclusions based on concrete
data and real-world scenarios. Conceptual studies provide valuable insights, but their
arguments are not based on primary data; instead, they involve combining and assimilating
evidence from previously developed concepts, assumptions, and theories [55]. This means that
while conceptual papers do contain factual observations, they also rely upon created hypotheses
and notions that have not yet been tested and can only be tested through empirical study [56].
Empirical research involves gathering data from experience, observations, or experiments,
relying on factual experience rather than theoretical assumptions [57]. Its distinctiveness lies
in the rigorous collection and observation of data and experiences, providing tangible evidence
that enhances the credibility of findings. This emphasis on concrete evidence makes it essential
for testing and establishing the effectiveness and practical implications of gamification in
cybersecurity awareness initiatives.

The scarcity of empirical studies exclusively targeting non-IT professionals and students
highlights a crucial gap in understanding the dynamics of gamified cybersecurity awareness in
this specific context. Considering non-IT professionals alongside technical IT professionals
might introduce biased outcomes due to their distinct characteristics, needs, and motivations.
The self-determination theory posits that individuals have different psychological needs,
including autonomy, competence, and relatedness [30]. Non-IT professionals may have distinct
motivations and expectations compared to their IT counterparts, as highlighted by the
expectancy theory, which emphasizes the importance of individual expectations in shaping
behavior [37]. Recognizing that non-IT professionals constitute a significant portion of the user
base exposed to cybersecurity threats, the scarcity of tailored empirical research for this
demographic hampers the development of targeted and effective gamification strategies. [58]
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argued against assuming homogeneous characteristics among learners and highlighted the
importance of considering individual needs. Thus, personalized training is advantageous,
considering the diverse preferences, styles, and abilities of learners [59]. In this regard, tailored
empirical studies for non-IT professionals and students not only enrich gamification outcomes
but also align with the idea of personalizing training to meet individual needs [60].

5. Conclusions

With a focus on non-IT professionals and students, we conducted a SLR to explore the use
of gamification in cybersecurity awareness initiatives. A systematic review aims to provide an
accurate report of both known and unknown information regarding the review's questions. In
our case the review questions were, what’s the impact of gamification on cybersecurity
awareness interest and engagement; what measurable results are related to game elements in
relation to particular learning goals; and the long-term impact of gamified cybersecurity. To
answer these questions, we examined a total of five relevant papers.

Regarding the impact of gamification on cybersecurity awareness interest, engagement, and
measurable results related to game elements in relation to particular learning goals, reviewed
studies consistently affirm that gamification effectively enhances cybersecurity awareness.
This is achieved by making the learning experience engaging, particularly for those who may
find traditional methods less appealing. The incorporation of various game elements, such as
storytelling, team leaderboards, and interactive scenarios, results in increased knowledge,
improved engagement, and positive behavior changes aligned with specific cybersecurity
awareness learning goals. However, a notable gap in cybersecurity awareness gamification
initiatives persists as none of the reviewed papers provided insights into the efficacy of each
game element independently, despite prior recommendations emphasizing this crucial aspect.

Another significant observation is that, despite prior recommendations urging tailoring of
gamification initiatives to individual needs and recognizing differences among learners, most
cybersecurity gamification initiatives persist in adopting a one-size-fits-all approach. Out of 91
papers reviewed, only 5 demonstrated efforts to customize their strategies for non-IT
professionals. This neglect of customization for a demographic identified as the weakest link
in cybersecurity is concerning, emphasizing the need for more focused and personalized
approaches. This observation underscores a critical disparity between established
recommendations and actual implementation in the field.

Regarding the long-term impact of gamified cybersecurity awareness, while short-term
effectiveness is affirmed by reviewed papers, sustained long-term effectiveness remains
unknown. Short-term effectiveness does not reliably indicate long-term effectiveness due to
habituation, where individuals become accustomed to a stimulus over time, resulting in
diminished responsiveness. Initial positive responses and engagement may occur during short-
term assessments, but as users become habituated to gamified elements, the impact may wane.
Therefore, relying solely on short-term results can be misleading. Practitioners should conduct
long-term empirical studies to understand sustained effectiveness, considering potential
habituation effects and providing a comprehensive assessment of their impact on cybersecurity
awareness over time.

Lastly, while established recommendations emphasize the significance of empirical studies
to assess gamification effectiveness, most literature on gamifying cybersecurity awareness
remains theoretical or conceptual. This suggests a misalignment with best practices among
practitioners. Factors such as ignorance, time constraints, resource limitations, or lack of
awareness about evaluation necessity contribute to this dearth of empirical studies. The gap
between recognized best practices and practical implementation indicates a disconnect between
theoretical knowledge and real-world application. To bridge this gap, practitioners should
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prioritize staying informed, allocate resources for empirical studies, and acknowledge
evidence's value in refining initiatives.
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